CHARITY
FUND

"APPROVED"
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1. POLICY OBJECTIVES

1.1. This policy establishes the conditions,
requirements and procedures for the collection,
processing, and protection of personal data of
beneficiaries, preservation, and protection of
information on public resources of the CHARITY
ORGANIZATION "CHARITY FUND "BGV"
(hereinafter - the "Fund").

1.2. The objectives of the policy are:

1.2.1 to ensure compliance of the Fund's activities
with the requirements of the current legislation of
Ukraine and the General Data Protection
Regulation (GDPR) regarding the -collection,
processing, and storage of personal data of
beneficiaries and Fund Agents.

1.2.2. to provide mechanisms and procedures for
the protection and confidentiality of the collection,
processing and storage of personal data and
information about beneficiaries and Fund Agents,
as well as raising the level of awareness and
responsibility of Fund Agents in the field of
information security.

2. TERMS AND DEFINITIONS

2.1. In this Policy, terms and definitions are used in
the following meanings:

2.1.1. Fund Agents are persons involved in the
implementation of projects and programs of the
Fund, including employees, volunteers,
representatives of the Fund, persons involved on
the basis of civil law contracts (contractors,
executors, etc.).

2.1.2. The personal data base is an organized
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1. OLJII ITOJITUKH

1.1. JlaHa moJiTHKa BCTAHOBJEOE YMOBH, BUMOTH
Ta mnpouenypu 300py, oOpobkm Ta 3axucTy
NepcoHTbHUX AaHUX OcHediuiapiB, 30epexeHHs
Ta 3axucTy iHdopmalii Ha mMyOIiYHUX pecypcax
BJIATOJIMHO] OPT'AHIZALIIT
«BJIATOJNIMHUM ®OHJ «BI'B» (wamani -
”(DOHII").

1.2. L{inAMu MOJTITHKH €:

1.2.1 3abe3meyuTH BIAMOBIZHICTD IisTBHOCTI
@oHAY BUMOraM  YWHHOTO  3aKOHOMABCTBA
Vkpaluu Ta 3arajbHOr0 PerfiaMeHTy PO 3aXKCT
nepcoHasibhux nmaHux (GDPR) monmo 36opy,
0o0poOku Ta 30epiraHHS NEPCOHATBHUX AAHUX
OeHediuiapie Ta AreHris QoHAy.

1.2.2. 3a0e3me4ydTH MEXaHI3MH 1 MpOLeaypH
3aXUCTy Ta KOHpimeHuUifiHOCTI 360py, 00pobOku Ta
30epiraHHs MEPCOHAIBHUX JAHUX Ta iHpopmauil
npo OGenediuiapis i AreHrtis @oHAY, a Takox
NIABHIEHHS piBHSA CBiJTOMOCTi T4
BignoBinaneHocTi  Arentis ®oHmy y cdepi
iHpopMmaLiiiHoT Oe3rneKu.

2. TEPMIHU TA BUBHAYEHHS

2.1. B uiit IloaiTvui TepMiHH Ta BU3HAYEHHS
BXXUBAIOTHECS B HACTYIHOMY 3HAY€HHi:

2.1.1. Areatn Pouay - ocobu, 3amyyeHi a0
peaunizauii mpoektie Ta nporpam POHAY, B TOMY
YMC/i MPaUiBHUKH, BOJIOHTEPU, IMPEIACTABHUKH
®oHay, 0coOM 3allydeHl HA MIACTaBI JOTOBOPIB
UMBUILHO-NPABOBOTO  XapakTepy (IMiApsSAHHUKH,
BUKOHABLIi TOIIO).

2.1.2. ba3a nepcoHaJILHUX JAHHAX - OPraHi30BaHa

structure containing the personal data of crTpykTypa, 10 MIiCTUTH MNEPCOHANBHI JaHi
beneficiaries and Fund Agents, ensuring their OeHediuiapis Ta Arentis @oHny, 3abesneuye ix
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systematization and access to them.

2.1.3. Beneficiary is a person who directly
receives benefits from the relevant program and/or
project of the Fund. Such persons include, among
others, socially wvulnerable groups of the
population, including: affected groups of the
population, especially children, including refugees,
internally displaced persons, persons with
disabilities, large families, single parents, as well
as members of communities that host them, etc.
2.1.4. The owner of the personal data base is the
Fund, which owns and manages the personal data
base of the beneficiaries and Agents of the Fund.

2.1.5. Information storage - ensuring the proper
state of information and its material carriers.

2.1.6. Consent of the subject of personal data is
any documented, in particular written, voluntary
expression of will of a natural person regarding
granting permission for the processing of his
personal data in accordance with the stated purpose
of processing;

2.1.7. Depersonalization of personal data -
removal of information that allows identification of
a person.

2.1.8 . Confidential information is an information
that has limited access and is the property of the
Fund; information that is not known to the general
public or competitors, and the disclosure of which
may harm the interests of the Fund, its partners, or
violate the legal rights and interests of third parties.

2.1.9. Confidentiality of information is a
property of information, which consists in the fact
that information cannot be obtained by an
unauthorized user and (or) process. The
information remains confidential if the established
rules for familiarization with it are followed.

2.1.10. Processing of personal data - any
operation or set of operations carried out on a
personal data, including collection, recording,
organization, storage, adaptation, modification,
extraction, consultation, utilization, transmission,
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CUCTEMATH3ALIO T JOCTYII A0 HUX.

2.1.3. Benedimiap - ocoba, gxka Oe3nocepeHs0
orpumye Giara 3 BiINOBIAHOT mporpamu Ta/abo
npoekty ®@onay. Jlo takux oci® BiIHOCHTBHCA, B
TOMY YHCHi, COLIaJbHO Bpa3jIMBI  rpymnu
HACEJCHHS, B TOMY YHCIi: MOCTpakAaili rpymnu
HaceJIeHHs!, OCOOJIMBO IiTH, BKJTIOYAOYU OXKEHIIIB,
BHYTPIWUHRO  mepeMilieHux ocib, ocib 3
IHBaTiAHICTIO, OaraTomiTHI CiM’1, OUHOKI 6aTHKH,
a TaKOX YWICHH rpoma, sKi ix mpuimMaroTs TOLIO.
2.1.4. BaacHHK 0a3Mm MepCcOHAJIBHHMX JAHHX -
®doun, sxkuid  BoNomie Ta  kepye  0Gazoro
MepPCOHANIbHUX JaHuX OeHedilliapiB Ta AreHTIB
Donuay.

2.1.5. 36epirannsa indopmanuii - 3abesneueHHs
HAJIeX)KHOTO cTaHy iHdopmauii Ta il MaTepiaibHIX
HOCIiB.

2.1.6. 3roga cyb'ekTa mepcoHaJAbHHX JAHHX -
Oyab-sfike JOKYMEHTOBaHe, 30KpeMa IHUCHMOBE,
NOOpOBiNbHE BOJIEBUABIEHHS (i3MYHOI ocobu
OO0 HagaHHA [JO3BOIY Ha OOpoOky ii
MEPCOHANIBHUX JaHUX BIZTIOBIIHO J0
copMysIb0BaHOI MeTH iX 06pobKy;

2.1.7. 3neoco0JieHHSI NEPCOHAJILHUX JAHHX -

BUJIyUEHHs BiZOMOCTeH, #Ki JalOTb 3MOry
inentudikysatu ocoby.
2.1.8. Kondigenuiiina indopmanin -

inpopmanis, ska mMae oOMEKEHHH AOCTYM Ta €
BiacHicTio Qouay; iHbopMallis, sika He € BIZIOMOIO
3arabHIM TpOMajChKOCcTi ab0 KOHKYpEHTaMm, i
PO3rOJiOIIEHHsT AKOI MOXE 3aBAAaTH LIKOAM
intepecam  dounxy, #Horo mnaprHepam, abo
TMIOPYIIUTH 3aKOHHI MPaBa Ta IHTEPECH TPETIX 0Cib.
2.1.9. Koudigenuifinicte indopmamii -
BJACTUBICTH iHPOpMANil, KA MOJATAE B TOMY,
wo iudopmanis He Moxke OyTh OTpUMaHa
HEABTOPU30BAHUM  KopucTyBadeM i (abo)
MIPOLIECOM. [ndopmauis 30epirae
KoHDigeHIiHHICTB, AKIIO  JOTPUMYIOTbCA
BCTAHOBJICHI MpaBu/ia 03HAHOMIIEHHS 3 HEIO.

2.1.10. O6pobka mepcoHATHLHUX AaHUX - OyIb-
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gka omepauis abo CYKyNHICTb  omepaLii,
3AIMCHEHUX 3 nepcoHaTbHUMH JaHuMU,
BKJIIOUAIOYH 30ip, 3aruc, oprasisatliro,
36epexxeHHS, ajJanTariio, 3MiHY, BUTSIT,
Email
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distribution, combination, blocking, deletion or
erasure, etc.

2.1.11. Personal data - any information relating to
an identified natural person ("beneficiary”, "Fund
Agent").

2.1.12. The subject of personal data is a natural
person to whom personal data belong and who is
identified or can be identified with the help of such
data.

2.1.13. The Fund - CO “CF “BGV™.

2.2. Other terms are used in the meanings provided
by other policies of the Fund and applicable
legislation.

3. AREAS OF RESPONSIBILITY

3.1. This policy applies to all Agents of the Fund
and indirectly to beneficiaries and other parties
who are participants in financial or other relations
with the Fund, each of whom has the right to

protection.
3.2. The Head of the Fund or the executive director
makes decisions regarding the collection,

processing, storage and transmission of personal
data, confidentiality, and protection of information
security.

3.3. The Executive director is responsible for
ensuring the implementation of this policy
regarding the safe and correct collection, storage,
processing and transfer of personal data,
confidentiality, and information security, and
responding to requests.

3.4. The Head of the Fund or the executive director
may appoint other employees of the Fund to be
responsible for the storage, processing and transfer
of personal data, confidentiality, and information
security by issuing a corresponding order.

3.5. The Executive director is responsible for
familiarizing the Agents of the Fund with this
policy and will also take measures to increase the
awareness of the Fund Agents regarding the
knowledge of protection and security in the
processing and storage of personal data,
confidentiality, and information security.
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KOHCY/IbTYBAHHS,  BHKOPUCTaHHs,  Ilepeaady,
nonmperHs, 00'efHaHHs, OIOKYBaHHS, BUJATICHHS
a00 3HHULLEHHS, TOLLO.

2.1.11. Tlepconansni gani - Oynb-ika
inpopmanis, WO crocyeTscs iAEHTUGIKOBAHOT
¢bizuuHo1 ocobu ("6enediuiap”, “AreHT DoHmy”).
2.1.12. Cy0'ekT mnepcoHaJbHMX JXAHHX -
¢hizuuHa ocoba, 10 AKOT HalleXkaTh [EPCOHAJBHI
JaHi Ta sika igeHTHdikoBaHa abo Moke OyTH
izeHTH(]IKOBaHA 3a JOTIOMOrOK TaKUX JaHHUX.
2.1.13. ®oup - BO “b® “BI'B”.

2.2, lHmii TepMiHM BXXHBAIOTBECA B 3HAUCHHIX,
nepeadayeHnMX IHIUMH ToJiTHKaMH DoHOy Ta
YUHHUM 3aKOHOHAABCTBOM.

3. 30HU BIAMMOBIJAJBHOCTI

3.1 Ilg mosiTvka MOUIMPIOETHCA HA BCiX ArEHTIB
®ouay i onocepeakoBaHo Ha OeHediLiapie Ta iHUI
CTOPOHH, AKI € y4aCHUKAMH (HiHAHCOBHX UM IHIIHX
BiTHOCHH i3 DOHAOM, KOXKEH 3 SKHUX MAOTh NPaBO
Ha 3aXHCT.

3.2. T'onosa ®oHay ab0 BUKOHABYHI JMPEKTOP
npuiimMae pidieHHs moao 300py, 00poOkw,
30epiranHs Ta mepefayi MEPCOHATIBHUX NaHUX,
KOH(}iAEeHWIHHOCTI Ta 3axHCTy iHPOpPMALKHOT
Oe3nexu.

3.3. BukoHaBuMii AMPEKTOp BiJNOBimae 3a
3a0e3MeyeHHss BUKOHAHHS 1€l MOJITHKM II0AO
Oe3meyHoro  Ta  TPABWIBHOTO  30WpaHHSA,
36epiraHHs, oOpoOKU Ta mepenadi MePCOHANBHUX
JaHux, KoHdineHuiiHocTi Ta iHQopmauiiiHol
Oe3neku, BIAMOBI/II HA 3aITHTH.

3.4. I'onoa ®ouay a0o0 BUKOHABYHH JHPEKTOP
MOKE [MPW3HAYATH IHUIMX TMpauiBHUKIBE DoHIy
BIANOBiZaEHMMM 33 30epiranHsg, oOpoOKy Ta
nepenavy NepCOHATBHUX JNaHHX,
koHpimeHuiHOCTI Ta indopmaLiiiHOT Oe3neku
oopMUBLIM BiAMOBIAHUH Haka3.

3.5. BukoHaBuMii JUPEKTOp BiAMNOBiIaE 3a
o3HafioMNneHHs Arentis @OHY 3 L€ NOMITHKOIO,
a TakOX BXKHBAaTUME 3aXOAiB 3 MiABUILEHHS
00i3HaHOCTi AreHTie @OHAY LIOAO 3HAHb 3aXUCTY
1a Oe3nexku B 0o0pobui Ta  30epiranui
NEePCOHATBHUX MaHHX, KOHGIAeHLUiHHOCTI Ta
iHpopmaLiiiHoi Oe3neKu.

3.6. Employees, representatives, volunteers of the 3.6. IlpauiBHHUKH, MpEACTABHMUKY, BOJIOHTEPU
@ Appeca @ TenedoH Email
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Fund undertake to take effective measures
regarding the collection, processing and storage of
personal data, confidentiality and may not transfer
personal data to other parties at their request
without the written permission of the Head of the
Fund.

3.7. The management of the Fund provides
supervision and operational control of the
processing of Fund's personal data, confidentiality,
and information security.

4 . CONFIDENTIALITY

4.1. At the beginning of their work at the Fund,
employees, representatives, and volunteers of the
Fund are provided with a work e-mail of the Fund
at the domain @bgvfund.org or @bgv.com.ua.
4.2. An employee, representative, volunteer of the
Fund receives relevant instructions and access to
work e-mail on the first working day.

4.3. Employees, representatives, volunteers of the
Fund are obliged to use the work e-mail address
only for communication within the framework of
fulfilling their duties related to the activities of the
Fund.

4.4. The use of corporate mail for personal
purposes is prohibited.

4.5. Employees, representatives, and volunteers of
the Fund, from the moment of receiving the Fund's
work e-mail, must comply with the requirements
for the confidentiality of information, the
distribution of which is carried out through this
channel. They must not disclose confidential
information to third parties without the proper
permission of the Head of the Fund.

4.6. After termination of cooperation with an
employee, representative, volunteer of the Fund,
the account is blocked on the day of termination of
cooperation and archived two weeks later.

4.7. When publishing any information on public
resources, care must be taken to preserve the
confidentiality of personal data and confidential
information of the Fund. The executive director of
the Fund is responsible for this. This applies to the
Fund's social media pages and the corporate
website https://bgvfund.org/.
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@oHxy 3000B’A3YIOTBCS BKHUBATH €(PEKTHBHHX
3axO/iB OJ0 30upaHHs, 00poOKM Ta 36epiranHs
NEePCOHANBHUX JaHMX, KOH(QiIeHLiIHHOCTI Ta He
MOKYTh 0€3 NHCbMOBOro 10380y ['onoBu @oHay
riepeiaBaTy MepcoHallbHI AaHi IHLIMX CTOPOHAM 3a
iX 3armurTom.

3.7. Tlpasninus @ouny 3abesmeuye Hariasa Ta
poboUmit KOHTPOJIE 0OPOOKHU MEPCOHAIBHUX JaHUX
®ouny, xoudigeHuifiHocTi Ta iHpoOpMaLiitHOT
be3nexu.

4. KOHOLIEHIAHICTS.

4.1. TlpauisHuKkaMm, MpeACTaBHUKAM, BOJIOHTEpam
@ouay Ha nodyaTky cBoel pobotm y Dowmi
CTBOPIOEThCS poboua momTa DoAY HA AOMEHI
@bgvfund.org abo @bgv.com.ua.

4.2. TlpauiBHuk, npeAcTaBHUK, BOJOHTEP DOHAY
OTPHUMYE BIAMOBIAHI IHCTPYKILII Ta AOCTYH MO
pobOUOT MOLITH y NepLIMi poOOUHM NEHB.

4.3. [lpauisHuky, NPEACTaBHUKH, BOJOHTEPU
®ouny 3000B’A3aHI BUKOPUCTOBYBATH aJpecy
pobouol  eNeKTpPOHHOI MOWTH  JMiNe  ANs
KOMYHIKalii B paMKkax BHUKOHAHHS  CBOIX
000B’A3KIB, MOB'I3aHUX 3 AisUIbHICTIO DOHAY.

4.4. 3abopoHsieThes BUKOPHUCTAHHS
KOPHOPATHBHOI MOIITH Y BJACHUX LIAX.

4.5. IlpauiBHWKM, TPEACTABHHUKH, BOJIOHTEPH
®oHny 3 MOMeHTy OTpuMaHHA  pobouoi
€JIEKTPOHHOT MOLITH ®oHnay MOBHHHI
JOTPUMYBATHCh BHMOr J10 KOH(iAeHLiHHOCTI
iHpopmanii, po3MOBCIOPKEHHS AKOI BUKOHYETBCSA
yepe3 wedt kawan. BoHm He  MOBHHHI
posrosioniyeatd  koHineHUiMHY iHpOpMaLio
TpeTiM ocobam 6e3 HajlexKHOro A03BoJay I'onoBu
®onpy.

4.6. TTicns MpUMAHEHHS CIBOpali 3 IPaLliBHUKOM,
[peNCTaBHHUKOM, BoJOHTepoM Donay, oOmiKoBHiA
3aKc OJIOKYETHCA B A€Hb MPUMTUHEHHS CNiBOpaLli
Ta yepes ABa THXKHI apXiByeThbCS.

4.7. Tlpu uybnikauii Oynp-sikoi iHdopmauii Ha
nyOniuHux pecypcax, HeoOxigHo n6ath mpo
36epexeHHs KOHGIASHUINHOCTI NEepPCOHABHUX
JaHuX Ta KoHiaeHuittnol indopmauii Poxny. 3a
e ianomigae BukoHaBunii AupekTop Ponny. Le
crocyetbest  cTopiHOK @OHAY B  COLIaJIbHUX
Mepekax Ta KOPIOPaTUBHOTO cairty
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4.8. Access to public resources where the Fund's
information is posted is limited and available only
to responsible persons who have the authority to do
so. The Executive director periodically checks the
list of admin users of social pages and other shared
resources (groups, channels, etc.).

4.9. Confidential information shall not be disclosed
to third parties or published without the prior
consent of the party to whom this information

relates. For the disclosure of the specified
information, the guilty party bears the
responsibility provided for by the current
legislation of Ukraine.

4.10. Employees, representatives, volunteers of the
Fund undertake during the period of relations with
the Fund and for two years after their termination
not to divulge and not to disclose to third parties
the confidential information provided to them by
the Fund, and not to use it for any other purpose,
except that for which such information was
provided by the Fund, without obtaining the prior
written consent of the Fund. The Fund reserves the
right, if necessary, to control the use of confidential
information and its preservation by employees,
representatives, and volunteers of the Fund.

4.11. Employees, representatives, volunteers of the
Fund undertake to observe the confidentiality of
negotiations, correspondence and other actions
related to the contractual conditions, and not to
disclose such information to third parties without
the written consent of the other party.

5. PERSONAL DATA PROCESSING

5.1. Processing of personal data by the Fund is
carried out for the implementation of charitable
programs and projects of the Fund, protection of
beneficiaries and employees, representatives,
volunteers of the Fund, as well as other purposes
determined by the legislation of Ukraine and the
requirements of the General Data Protection
Regulation (GDPR).

Bnarogiiinni ¢ong BGV
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https://bgvfund.org/.

4.8. Joctyn npo nyOmiyHMX ~pecypciB, Ae
posMimtyetbes iHbopmauis Qouny odmexeHHH 1
JOCTYMHUIM JHIIE BiAMOBiJaJLHUM 0co0aM, SKi
MalOTh Ha li¢ TIOBHOBa)XKCHHS. BukoHaBumii
OUPEKTOp  MEPIOJHYHO  TEPEBIPSE€  CHMCOK
KOpUCTYBauiB-aMiHiB COLIaJbHUX CTOPIHOK Ta
iHIIKX CIIJBHUX pecypciB (TPpynu, KaHAJIH TOLIO).
4.9. Koudinenuifina indopmaiis He mniaasrae
PO3TOJTOIIEHHIO TpeTim ocobam abo
onybikyBaHHiO 0e3 momepeaHbOi 3roAx Ha L
CTOPOHH, SKOI CTOCYEThCS Us iHpopmauis. 3a
pO3roJIOLIEHHss BKa3aHOi iHQopmalii BHHHA
CTOpOHA Hece BiAMOBINAIBHICTb, mEependayeHy
YHHHKUM 3aKOHOJIABCTBOM Y KpaiHU.

4.10. TlpauiBHWKH, TNPEICTABHUKH, BOIOHTEPH
donny 30608’ I3YIOThCS MPOTATOM il BiAHOCHH i3
®onsoM Ta MPOTATOM JBOX POKiB micas ix
MPHUITHHEHHS] HE PO3TOJIOLTYBATH Ta HE PO3KPHBATH
TpeTiMm  ocobam koHpiAeHLiNHY iHbopMaLlilo,
HagaHny iMm DOHAOM, Ta HE BUKOPHUCTOBYBATH 11 3
OyIb-SIKOKO iHIIOK METOM, OKpiM Ti€i, A1 fKOi
tTaka iHdopmauis Oyna nagmana @Dongom, Oe3
OTPUMAHHS  [MONEePEeAHBOI MUCBMOBOI 30U
@ougy. Dona 3anMinae 3a cobOX NpaBo y pasi
HEOOXITHOCTI ~ KOHTPOJIFOBATM  BHKOPHCTAHHA
npauiBHUKaMy, MPEeACTaBHUKAMH, BOJIOHTEPAMHU
®ouny koHbigenuidiHoi indopmauii Ta I
30epeKeHHS.

4.11. [lpauiBHWKK, NOPEACTABHUKH, BOJIOHTEPH
doHpy 3000B’ A3YIOTHCS JOTPUMYBATUCS
KOH®iAEeHLIHHOCTI MEPEroBoOpiB, JIMCTYBAHHA Ta
{HIIKMX OiH, NoB’A3aHUX 3 JOTOBIPHUMU YMOBaMH,
Ta HE PO3roJOIIYBaTH Taky iH(OpMAaLil TpeTiM
ocobam 6e3 MMCHEMOBOI 3roAU HLIOI CTOPOHH.

5. ObPOBKA NEPCOHAJIBHUX JAHHUX
5.1. O6pobka mnepcoHanbHUX JaHux DoHIOM
3MIACHIOETRCS  JUis  peanizauii  OmaroxidHux
nporpaMm Ta  mnpoekrie  DOHLY,  3aXUCTY
Oenediuiapis Ta MpaLiBHUKIB, MPEICTABHUKIB,
BojionTepis MOHTY, a TaKOXK IHIIWUX LiNCH
BU3HAYEHUMH  3aKOHOJABCTBOM  YKpaiHW |
BUMOTaMH 3arajilbHOro perjiaMeHTy IpO 3aXHUCT
nepcoHanbuux ganux (GDPR).

5.2. The basis for the right to use personal datais 5.2.  [lincTaBox0  BUHUKHEHHs  TIpaBa  Ha
@ Appeca @ TenedoH Email
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the consent of the subject of personal data to the
processing of his personal data given in writing or
by electronic means (posted on the website of the
Fund).

5.3. The Fund owns and processes the following
bases of personal data:

5.3.1. Beneficiary database, which contains basic
information about the Fund's beneficiaries,
including name, surname, contact details,
information on received support, etc.

The purpose of processing the personal data base
of the beneficiaries is to fulfill the requirements of
the legislation, exercise the rights granted to the
Fund by the legislation and ensure the
implementation of tax relations and relations in the
areas of accounting, auditing, etc.;

5.3.2. Database of Fund Agents personal data. The
personal data base of Fund Agents contains
information on Surname, First name, patronymic,
date and place of birth, home and mobile phone,
email address, place of registration, passport data,
registration number of the taxpayer's registration
card, education, marital status, children,
citizenship, the presence of a foreign passport, the
presence and category of a driver's license, the
presence of a criminal record, data on work
experience, and other data as needed.

The purpose of processing the personal data base
of Fund Agents is to conduct personnel records,
prepare statistical, administrative, and other
information in accordance with the requirements of
legislation and intemal standards and policies of
the Fund, as well as internal documents of the Fund
on the implementation of rights and obligations
defined by the law in the field of labor relations and
social security, etc.

5.4. Possessing a database of personal data of the
Fund's beneficiaries and Agents, the Fund
undertakes to use this data only for the certain

Bnaroginnunin pong BGV
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BHUKOPMCTAHHS MEPCOHAIBHUX JAaHUX € 3roja
cyb'exTa MEPCOHANBHUX OaHUX Ha oOpoOKy ioro
NEPCOHANBPHUX OaHHUX HajaHa MHCbMOBO YM 32
JONOMOTOI0 €JIEKTPOHHUX 3ac00iB (pO3MillleHa Ha
Beb-caiiti DoHOY).

5.3. @onx BoJoAie Ta 006pobnse HacTymnHi 6a3u
[EePCOHATBHUX JAHHX:

5.3.1. Basa ganux Oeuediuiapis, sfika MICTHTBH
ocHOBHY indopmaLito npo Oenediuiapip Gounny,
BKJIFOYAIOUM iM's, Mpi3BUILE, KOHTAaKTHI AaHI,
inpopmauito npo OTpUMyBaHy NIATPUMKY TOLIO.
MeTtoro 06pobaenHss 6a3H NEPCOHANBHHUX JaHUX
Oenediniapie € BAKOHAHHA BUMOT 3aKOHO/JABCTBA,
peanizauii npas, HagaHUX POHAY 3aKOHOAABCTBOM
Ta 3a0e3MneUeHHs peanizallii MoJaTKOBUX BIAHOCHH
Ta BiIHOCHH y cdepax Oyxranrepcpkoro odJiky,
ayauTy, TOLIO;

5.3.2. baza nmepcoHanpHUX AaHUX Arentis QoHAy.
B 6asi nepcoHanpHUX JaHuX AreHTiB Ponay
mictuthes iHdopmanis npo Ilpizeuuie, IM’s, no-
6aTHKOBI, AAaTy Ta MiclLle HAPOKEHHS, JOMALLHIH
Ta MOOUILHMI TejieOH, ENEeKTPOHHY aipecy,
Miclle peecTpallii, nacrnopTHi AaHi, peecTpauiiHui
HOMEpP OOJIKOBOT KapTKM IJIATHUKA IOJATKIiB,
OCBITY, CiMeHHMH CTaH, AiTeH, TrPOMAaAHCTBO,
HAsABHICTb 3aKOPAOHHOrO MACIOPTY, HASBHICTD Ta
KATETOpil0  BOMIMCBKMX  TNpaB,  HAsABHICThb
CYIMMOCTI, JaHi 0po AOCBiA poOOTH, Ta iHIUI JaHi
3a moTpeboro.

Metowo 06poOnenHs 6a3u NEPCOHANBHUX JaHUX
Arenrie  QoHIY € BEIEHHd  KaIpoBOro
JIJOBOJICTBA, IMIATOTOBKA BIANOBIAHO JO0 BHMOT
3aKOHOJABCTBA Ta BHYTPILIHIX CTAHAApPTIB 1
nonituk MOoHAY CTATUCTUHHOTI, aAMIHICTPATUBHOT
ta iHmoi iHdopmalii, a TakoX BHYTPILHIX
nokymenTis  @oHIy 3 THUTaHbp  peasizauii
BU3HAYEHUX 3aKOHOJABCTBOM MpaB Ta 000B’A3KiB
y cdepi TpyAOBUX MPABOBIJHOCHH i COLIAIBHOTO
3aXMCTY TOLIO.

5.4. Bosonitoud 0a3010 MEPCOHAIBHMX JaHHUX
Genediuiapis  Ta  Arentis  @onny, Doun
3060B'A3y€TbCS BUKOPUCTOBYBATH Wi JaHi TUIBKH

purposes specified in the legislation, in the charter 111  BMU3Ha4YEHWMX  ULJIEH,  3a3HAYCHHX B
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or other legal documents of the Fund, and in
accordance with the principles of legality, fairness
and transparency.

5.5. The Fund will not transfer the personal data of
beneficiaries and Fund Agents to third parties
without proper legal grounds, such as the consent
of the beneficiaries or legal requirements of the
relevant authorities.

5.6. The Fund transfers personal data to third
parties only on the order of the Head of the Fund.

6. LIMITATION OF ACCESS TO PERSONAL
DATA AND RIGHTS OF PERSONAL DATA
SUBJECTS

6.1. The Fund provides limited access to personal
data of beneficiaries and Fund Agents only to
employees and volunteers of the Fund.

6.2. Access to personal data is granted only to the
extent necessary for the fulfillment of specified
tasks and duties in the implementation of charitable
projects and programs of the Fund.

6.3. Employees and volunteers of the Fund, who
have access to the personal data of the beneficiaries
and Agents of the Fund, undertake to observe
confidentiality and take all necessary security
measures to protect this data in accordance with
this Policy, Ukrainian legislation, and the General
Data Protection Regulation (GDPR).

6.4.  Rights of personal data subjects:

6.4.1. Subjects of personal data have the right to the
protection of their personal data and its use in
accordance with the law and this provision.

6.4.2. Subjects of personal data have the following
rights:

a) Right to information: Personal data subjects
have the right to be informed that their personal
data is collected and processed, the purposes of
processing, the categories of data recipients and the
legal basis for processing.

b) Right of access: Subjects of personal data have
the right to access their personal data stored in the
Fund's personal data base, and to receive copies of
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3aKOHOAABCTBI, y cTaryTi abo iHIUUX IpPaBOBHX
gokymentax oAy, i 3rifHO 3 TPHHLUUIIAMH
3aKOHHOCTI, CIIPaBeIIMBOCTI Ta MPO30POCTI.

5.5. ®onA He Oyme nepefaBaTH NEPCOHABHI JaHi
Oenediuiapis Ta ArentiB @oHOy TpeTiM ocobam
0e3 HaJle;KHUX MMPABOBHUX IMIACTAB, TAKUX 5K 3rofa
Oenediuiapis abo 3akOHHI BUMOTM BIIMOBIIHKX
opraxiB.

5.6. Ilepenaui mnepcOHANBHUX MHAHUX TPETIM
ocobam @onJ poOUTH BUKJIFOYHO 3a HAKA30M
['onosu ®oHay.

6. OBMEXEHHS JOCTYITY a0
OEPCOHAJLHUX JAHHUX 1 ITPABA
CYB’EKTIB IIEPCOHAJIbHUX TAHUX

6.1. ®onng 3abesneuye OOMEXKEHHH MOOCTYI IO
nepcoHanpHUX naHuX OeHediuiapiB Ta AreHTiB
doHay TUTEKHU NpaLliBHUKaM i BOJIOHTEpaM DOHAYy.
6.2. JJocTtynm OO MepcoHajbHUX AAHHUX HaJacThCs
AMIe B MeKaX, HEOOXIAHUX [UIsl BUKOHAHHSA
BU3HAYEHWX 3aBJaHb Ta OOOB'SI3KiB B peasizauii
6naromiHuX NpoeKTiB Ta nporpam MoHy.

6.3. Ipauieuviku i BosoHTepu PoHAY, KI MAIOTh
JOCTYII IO MEepCOHaTbHUX AaHuX GeHediliapis Ta
Arentie ®oHy, 3000B'I3YI0TECS AOTPUMYBATUCS
kOH(}iIeHIHHOCTI Ta BUKOHYBATH BCI HEOOXiAHI
3axomy Oe3meKkn Ui 3aXMCTY LMX AaHUX 3TLAHO
uiel ITomiTHky, YKpaiHCBKOTO 3aKOHOAABCTBA Ta
3arajisHOro pernaMeHry npo 3aXHUCT
nepconanbHux AaHux (GDPR).

6.4.  TlpaBa cy0'eKTiB NEPCOHANBHUX JAHUX:
6.4.1. CyO'exTH nEpPCOHANBHUX [JAaHUX MarOTh
pPaBO Ha 3aXMUCT CBOIX TMEPCOHAILHUX JaHUX Ta
BMUKOPUCTAHHS 1X BIAIIOBIAHO J0 3aKOHOABCTBA T
L{bOTO TOJIOMKEHHS.

6.4.2. CyO'ekTd NEpCOHAJIBHUX [JaHUX MAalOThb
HaCTYIHI Npapa:

a) Ilpaso wna  indopmanito:  Cyb'ektn
NepCOHAJIbHUX [JaHWX MaloTb IMpaBo OyTu
iHGOPMOBaHUMH TIPO T€, LIO iXHI TEPCOHAbHI
naHi 30uparoThCs Ta 00poOIISIOTHCS, LTl 06poOKH,
KaTeropii OTPUMYBauiB [aHUX Ta [PaBOBY
miacTaBy A 06pobku.

6) Ilpaeo na goctym: CyO'eKTH NEPCOHAILHHX
JaHUX MAIOTh MPABO OTPUMYBATH JOCTYII KO CBOIX
nepcoHanbHUX [aHuX, fKi 30epiraioTbca B 0asi
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this data by submitting an appropriate written
request.

c¢) Right to rectification: Subjects of personal data
have the right to request the correction of false or
inaccurate personal data about themselves.

d) Right to removal; Personal data subjects have
the right to request the removal of their personal
data from the Fund's personal data base in the event
that these data are no longer needed for the
specified purposes or if their processing is illegal.

e) Right to restriction of processing: Personal data
subjects have the right to restrict the processing of
their personal data in certain situations, in
particular, if the processing is illegal or the subject
of personal data objects to the processing.

f) The right to data transferring: Personal data
subjects have the right to receive their personal
data that they have provided to the Fund, as well as
transfer this data to another owner of personal data
without hindrance from the Fund, if the processing
is based on consent or a concluded contract and is
carried out in an automated way.

g) The right to withdraw consent: In the event that
the processing of personal data is carried out on the
basis of the data subject’s consent, the subject has
the right to withdraw his consent at any time. The
withdrawal of consent does not affect the
lawfulness of the processing carried out before the
withdrawal of consent.

h) The right to file a complaint: Personal data
subjects have the right to file complaints with the
relevant supervisory authorities if they believe that
their rights in the field of personal data protection
have been violated.

i) Other rights: Subjects of personal data also have
other rights provided by the legislation on the
protection of personal data.

6.5. The application of the rights of personal data
subjects is carried out by applying to the Fund in

Bnarogiituvii dong BGV
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nepcoHansHuX AaHux MoHAY, | OTPUMYBATH KOIii
UMX JaHUX [MOJABIIM BiAMOBIAHHYM [TMCHMOBHH
3aMuT.

B) [Ilpaeo Ha  BumpaBieHHs: CyO'extu
NEePCOHANBHUX MAaHWX MAlOTh MPaBO BHMAaraTy
BUIIPABJCHHS HENpPaBIMBUX a00 HEJOCTOBIPHUX
NepcoHaNbHUX JaHUX 100 cebe.

r) [IpaBo Ha ButyueHHs: Cy0'eKTH MEPCOHAIBHUX
JAHUX MAaroTh MPaBO BHMAraTh BUJAJICHHS CBOIX
NepcoOHaIbHUX JaHuX 3 6a3u NepcoOHaNbHUX JaHUX
Douay y pasi, KoM Ui AaHi OulblIe HE MOTPiGHI
JUIs BU3HAUEHUX Iieil abo skwo oOpobka ix
HE3aKOHHA.

n) IlpaBo Ha oOmexenHs o0pobku: Cyb'ektu
[EePCOHANBHUX MAHHWX MAIOTh IIPABO OOMEXKUTH
00pobKy CBOIX MEPCOHAIBHHUX AAHHX Y MEBHUX
cuTyauisx, 30Kpema, kLo oOpodKa € HE3aKOHHOKO
abo cyO'eKT nNepcOHATBHUX JAAHHX 3anepeqye
npoTH 06poOKH.

e) IlpaBo wa mnepenecennss paHux: CyO'extn
[EPCOHANBHUX [JaHUX MarTh [PaBO OTPUMATH
CBO1 MepCcOHaNbHI faHi, AKi BOHH Hajanu Pouny, a
TaKOXK TepelaTh Ui [aHi IHIIOMY BOJIOJUILLIO
[EPCOHANBHUX JaHuX ©0e3 mnepemkonin 3 OoKy
dounay, Skuo oOpoOka rpyHTYETBCS Ha 3rofi abo
YKIaJeHoMYy  JOrOoBOpi  Ta  3[IHCHIOETHCA
ABTOMATH30BaHUM CIIOCOOOM.

k) [lpaBo Ha BigkiaukaHHs 3roau: Y pasi, KOJIH
00pobka MepcoHaIbHUX JaHUX 3[IHCHIOETBCS Ha
nigcTasi 3roau cy6'ekTa JaHux, Cy0'eKT Ma€e nparo
B OyOb-KMM 4ac BIAKJIHUKATA CBOKO 3rOAdY.
BIAKIMKAHHS 3rOAM HE BIUIMBAE HA 3aKOHHICTb
00pobxu, 3aiHCHEHOT 10 BIAKIIMKAHHS 3rOIH.

3) IlpaBo na nopaHHs ckapru: Cy6'ektH
MEepPCOHAJbHUX MaHWX MAOTh MPaBO [MOJABATU
CKapru A0 BiIIOBIAHUX KOHTPOIIOIOUMX OPraHiB,
AKIIO BOHU BBAXAKOTh, IO iXHI npaBa B cdepi
3aXUCTY MMEPCOHANBHUX JAHUX MOPYLIEHI.

i) Inmi npasa: Cy0'ekTH NEpCOHAIBHUX NAHMX

TAKOK  MarmOThL iHII mpasa, nepeadaveHi
3aKOHOJABCTBOM MO 3aXHUCT MEPCOHAIBHMX
JaHuX.

6.5. 3actocyBaHHs npaB CyO'€KTiB MEPCOHAIBLHHUX
JAHUX 3OIACHIOETBCS WULISXOM 3BEPHEHHS [0
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accordance with Article 16 of the Law of Ukraine
"On the Protection of Personal Data". The Fund is
obliged to ensure the possibility of exercising these
rights and to respond accordingly to the requests of
the subjects of personal data within the limits of the
requirements of the legislation.
7. PERSONAL DATA
PROCEDURE

PROCESSING

7.1. Processing of personal data is carried out in
accordance with the requirements of the law, the
principles of confidentiality and security of
personal data, as well as the requirements of the
General Data Protection Regulation (GDPR).

7.2. Personal data are collected and processed
according to the permit of the established form.

7.3. Processing of personal data can be carried out
using automated means used by the Fund, as well
as without automated means (storage of written
permits in the office, etc.).

7.4. The Fund ensures the implementation of
appropriate measures to protect personal data from
unauthorized access, accidental loss or damage,
destruction, alteration, dissemination, or illegal
processing by constantly updating the security of
automated means of personal data storage and a
safe and secure place in the office, archive of the
Fund for non-automated means of personal data
storage.

7.5. Processing of personal data may be carried out
by the Fund or on its behalf by third parties on the
basis of concluded agreements or on the basis of
legal grounds defined by legislation.

7.6. The Fund ensures the storage of personal data
(automated and non-automated) during the period
necessary to achieve the goals of processing in
accordance with the terms of the contract for the
implementation of a charitable project or program,

BnaropiiHuii doHg BGV
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®ouny srigno Crarri 16 3akony Ykpainu “Ilpo
3axXUCT nepcoHaIbHUX JaHux. @oHp
3000B'13aHMIH 3abe3neynTu MO3KJIMBICTD
301MCHEHHS LKMX MPAB Ta BIAMOBIJHO pearyBaTH Ha
3aMUTH CYD'€KTIB MEPCOHATBHUX NAHUX Y Mexax
BUMOT 3aKOHOJABCTBA.

7. IIOPAAOK OBPOBKMH
IIEPCOHAJBHUX JAHHUX

7.1.  OO6pobneHHS  mnEpPCOHAIBHHX  JAaHHX
3AIMCHIOETLCS BIAITOBIAHO JI0 BUMOT

3aKOHO/IABCTBA, TIPHHLIMITIB KOH(iACHLIIHHOCTI Ta
Oe3reKd TMEPCOHAJIBHUX JaHUX, a TAKOX BUMOT

3aransHOro periaMeHTy po 3aXHCT
nepconansHux Aanux (GDPR).
7.2. TlepcouansHi ngaumi 30uparoThcsa Ta

00pOOASAIOTHCS 3TIAHO JO3BOJIY BCTAHOBJIEHOT
dbopwmu.

7.3. OO6pobaeHHS NEpPCOHANBHUX [JAaHUX MOXKE
3IiCHIOBAaTHCS 3 BUKOPUCTAHHAM
ABTOMATHU30BaHMX 3ac00iB, sKi BHKOPHUCTOBYE
®oHa, a TakoK 0e3 aBTOMATU30BaHHX 3acobiB
(36epiraHHs NMCEMOBUX TO3BOJIIB B 0dici TOIIO).
7.4. ©®oun 3ale3rieuye BUKOHAHHS HAJICKHUX
3axX0JiB OIS 3aXUCTY MEPCOHAIBHUX AAHUX Bif
HECaHKI[IOHOBAHOTO OCTYIY, BUMTAJKOBOT BTPaTU
abo MOLIKOJHKEHHS, 3HUIICHHS, 3MiHU,
NoLIMpeHHss ab0 He3aKOHHOT OOpOOKHM MOCTIHHO
OHOBJIFOKOUYH Oe3[eKy aBTOMATH30BAHUX 3ac00iB
30bepiraHHs MEpCOHANBHUX JaHUX Ta Oe3nedHe i
3axuilene micue B oodici, apxiei DoHIy IS He
ABTOMATHU30BAHUX 3aco0iB 30epiraHHs
NEePCOHANBHUX JaHMX.

7.5. 3nikicHeHHs 0OpOOKH MEPCOHAIBHUX AaHHX
Moxke saificutoBatcs ®onmom abo 3a ¥oro
JOPYYEHHSAM TpeTiMH ocobaMyd Ha TMiAcTaBi
yKkJiaJeHux yroa abo Ha MiICTaBi 3aKOHHMX
iJICTaB, BU3HAYEHUX 3aKOHOAABCTBOM.

7.6. @oup 3abe3mneuye 30epiraHHs MEPCOHATBHUX
JaHUX (aBTOMATH30BAHUX TaK i HE
ABTOMATHU30BaHUX) MPOTATrOM nepiony,
HEOOXiZHOTO A JOCSATHEHHsA LijgeH o6pobku
3rilHO YMOB JOroBopy peamizauii OjaromiiHoro

unless otherwise provided for by legislation or an npoekty abo mnporpamu, SKIIO iHIIE HE
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agreement with the subject of personal data.

7.7. Termination of processing of personal data
may be carried out at the initiative of the subject of
personal data, at the written request of the
controlling authorities or in case of fulfillment of
legal requirements defined by legislation.

7.8. The transfer of personal data to third parties
may be carried out only in cases provided for by
legislation, a contract for the implementation of a
charitable project or program and in accordance
with the requirements for ensuring the
confidentiality and security of personal data.

7.9. The Fund is obliged to register personal data
processing processes, in particular, to maintain a
register of personal data processing and other
necessary documents, in accordance with the
requirements of the law.

7.10. In case of personal data security breach,
which may lead to unauthorized access, loss,
alteration or damage of such data, the Fund is
obliged to notify the relevant controlling body and
subjects of personal data in accordance with the
requirements of the law.

7.11. The Fund provides appropriate conditions for
exercising the rights of personal data subjects, in
particular the rights to access personal data, correct
false or unreliable data, withdraw data, etc.
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nepeabaueHo 3aKOHOAABCTBOM abo yromow 3
cy6'eKTOM MEPCOHANBHUX JaHUX.

7.7. TlpunuueHHs OOpPOOJAECHHS TNEPCOHAIBLHHX
JAHMX MO)KE 3/IMCHIOBATUCS 3a [HILIaTHBOKO
cy0'ekTa MEepCOHANBHHX JaHUX, 3a IMHUCbMOBUM
3aIIMTOM KOHTPOJIOIOUKMX OpraHie abo y pasi
BUKOHAHHS  3aKOHHMX BHUMOI, BHM3Ha4eHMX
3aKOHOJABCTBOM.

7.8. Tlepemaua mnepcOHATBHUX MAAaHHUX TPETIM
ocobaM MOxe 3AIHCHIOBATHCS JMILIE Y BUMAAKAaX,
nepenbayeHHx  3aKOHOJABCTBOM,  [TOrOBOPOM
peatizawii 6J1aroAiHHOrO NPOEKTY YK NPOrpamu Ta
BiZTIOBiOHO 1o BUMOr 3abe3neueHHs
KOHOIIEHIIHHOCTI Ta O€3MeKH MEePCOHATLHUX
JAHUX.

7.9. @ona  3000B's3aHMiA  3AIHCHIOBATH
peecTpariio npoueciB 00pobneHHs
NEPCOHANBHMX ~ JIaHUX, 30KpeMa  BEACHHS

peecTpy O0OpOOKH MEPCOHANBHUX [aHMX Ta
{HIIMX HEOOXIMHMX JIOKYMEHTIB, BIAMOBIAHO 10
BUMOT 3aKOHOJIABCTBA.

7.10. V pasi nopylueHHs 6€3MEKN NEPCOHANBHUX
JaHKX, 110 MOXKe [PU3BECTH hi (o)
HECaHKL[IOHOBAHOIrO HOCTYITy, BTPaTH, 3MiHU abo
MOIIKOKEeHHS Takux Aanux, doun 30608'13aHui
MOBiAOMUTH BIANMOBIAHUN KOHTPOJIKOOYMKA OpraH
Ta cy0'eKTiB NEPCOHANBHUX AAHUX BiAIMOBIIHO 10
BUMOT 3aKOHO/JABCTBA.

7.11. dounn 3abesneuye HalexKHi YMOBH I
3/1IHCHEHHs [IpaB Cy0'eKTiB MEPCOHAIBEHUX JaHUX,
30KpeMa MpaB Ha AOCTYT 1O MEPCOHAILHHX JaHHX,
BMIpPABJIEHHSA HeNpaBauBUX 400 HENOCTOBIPHUX
JAHUX, BUTYUYECHHS JaHUX TOLLO.
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